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Resources

https://community.broadcom.com/blogs/luca-camarda/2025/06/23/vcf-virtual-networking-technical-reference

https://www.youtube.com/watch?v=U50t4vKYPcs&list=PL8_k3uUCO39ueFJmiyuNID9UoYIshSsFr&index=8





VCF 9 - Virtual Private Cloud (VPC) Model
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VCF 9 – VPC Model

• Public cloud als model

• RABC en Tenant scheiding

• Simpel



• Distributed Firewall

• VRF

• NSX 4.1.1
• Projects

• VPC

VCP en Multi Tenant niet nieuw



Introduction



Virtual Private Cloud (VPC)

VCF/NSX
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NSX en VCF Roles

User or Role Responibilities Tools and interfaces

Enterprise/Provider/Cloud admin • VCF bring-up
• VCF Lifecycle-management
• Create Provider Gateway (Tier-0)
• Define Tenants and assign resources

• VCF Operations
• VCF Automation
• vCenter and NSX UI/API

Tenant/Project admin • Create VCF Automation constructs (Project, Namespaces)
• Configure Transit Gateway
• Create NSX VPC

• VCF Automation
• vCenter and NSX UI/API

VPC Admin/Project User • Deploy Workloads and Services
• Create VPC objects (Subnets, Firewall rules, Load-balancers, NAT)

• VCF Automation
• vCenter and NSX UI/API

Network Admin • Create Provider Gateway (Tier-0)
• Create IP-allocations
• Create logical Network topologies

• NSX UI/API

Security Admin • Manage Gateways and Distributed firewall policies
• Manage tagging and grouping
• Manage IDS rules

• NSX UI/API
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External connectivity Types

Centralized Distributed
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Security
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VPC Subnets

VM VM VM VM
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VPC - Public Subnet
10.1.0.0/16
10.2.0.0/16

VCF/NSX
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Physical Network Resources

Physical Network Physical Network Admin

VPC Gateway
VCFTechon

VPC 1

subnet 11

subnet 12

VPC Gateway

VPC 2

subnet 21

subnet 22

VPC Gateway

VPC 3

subnet 31

subnet 32

Transit GatewayTransit Gateway

Tenant 1 Tenant 2

External IP-Block

10.1.0.0/16
10.2.0.0/16

10.1.0.0/16
10.2.0.0/16

10.1.0.0/16

10.1.0.16/28 10.1.0.32/28 10.1.0.48/28

And Quota’s



VPC - Public Subnet
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VPC – Transit Gateway Private Subnet
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10.2.0.0/16
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VPC – VPC Private Subnet
10.1.0.0/16
10.2.0.0/16

VCF/NSX

External Connection External Connection

Physical Network Resources

Physical Network Physical Network Admin

VPC Gateway
VCFTechcon

VPC 1

subnet 12

VPC Gateway

VPC 2

VPC Gateway

VPC 3

Transit GatewayTransit Gateway

Tenant 1 Tenant 2

External IP-Block

10.1.0.0/16
10.2.0.0/16

172.31.25.0/27

Tenant IP-Block

172.16.0.0/16
Tenant IP-Block

172.16.0.0/16

subnet 32

VPC IP-Block

172.31.16.0/20

VPC IP-Block

172.31.16.0/20

VPC IP-Block

172.31.16.0/20

172.31.25.0/27

NAT



TGW routing



VPC routing



Info in the Reference Guide



VPC – External IP or 1:1 NAT

172.31.16.0/20
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VPC – Outbound NAT
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Uses 1 IP-address per VPC
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VCF - Transit Gateway

VCF/NSX
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VCF - Transit Gateway centralized

edge node

Tier-0
SR

TGW
SR

VRF of the Tier-0 SR



VCF - Transit Gateway centralized A/S

edge node

Tier-0
SR

TGW
SR

Capabilities for Centralized TGW Active/Stand-by:

• External IP (1:1 NAT)

• VPC Default Outbound NAT

• NAT (SNAT/DNAT)

• N/S Firewall

• E/W Firewall

• AVI Load Balancer

• DHCP

Active/Stand-by Centralized TGW is required for:

• Supervisor cluster (VKS)

• VCF Automation modern experience
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VCF - Transit Gateway centralized A/A
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Capabilities for Centralized TGW 
Active/Active:

• External IP (1:1 NAT)

• NAT (SNAT/DNAT)

• E/W Firewall

• DHCP

• AVI Load Balancer

Cannot run

• VPC Default Outbound NAT

• N/S Firewall



VCF - Transit Gateway distributed

ESX host

TGW
DR

ESX host

TGW
DR

ESX host

TGW
DR

ESX host

TGW
DR

Physical Gateway

172.31.11.1/24 VLAN 3111
172.31.11.0/24

TEP TEP TEP TEP

The uplink where the TEP is located will be 
used and must be connected to external 
VLAN e.g. 3111

Disable ICMP redirect



VCF - Transit Gateway distributed

ESX host

TGW
DR

ESX host

TGW
DR

ESX host

TGW
DR

ESX host

TGW
DR

Physical Gateway

172.31.11.1/24 VLAN 3111
172.31.11.0/24

Public Subnet

172.31.11.6

192.168.11.7

Private Subnet

1:1 NAT
EXT 172.31.11.7
INT 192.168.11.7

VPC with Distributed TGW allows the 

following capabilities:

• External IP (1:1 NAT)

• E/W Firewall

• Distributed DHCP

• AVI Load Balancer 
(no client IP transparency support)

Does not allow the following capabilities:

• VPC Default Outbound NAT

• NAT (SNAT/DNAT)

• N/S Firewall



VCF - Transit Gateway distributed



Transit Gateway distributed

• Enabled from vCenter



Transit Gateway distributed



Transit Gateway capabilities

Centralized Active/Standby Centralized Active/Active Distributed

External IP (1:1 NAT) External IP (1:1 NAT) External IP (1:1 NAT)

NAT (SNAT/DNAT) NAT (SNAT/DNAT) Not available

VPC Default Outbound NAT Not available Not available

DHCP DHCP Distributed DHCP

E/W Firewall E/W Firewall E/W Firewall

N/S Firewall Not available Not available

AVI Load Balancer AVI Load Balancer AVI Load Balancer
(no client IP transparency support)

A/S Centralized TGW is required for:
Supervisor cluster (VKS)
VCF Automation modern experience



Current VPC limitations in VCF 9.0

• Bridging to VLAN (no access to physical infrastructure)

• Multicast routing

• IPv6 routing

• Federation



VPC – Networking models

Segment Networking model VCF Networking models

Central Transit Gateway Distributed Transit Gateway
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NSX Networking Models compared

Networking Model NSX Objects Capabilities

Segment Network model • Tier-0 Gateways
• Tier-1 Gateways
• Segments
• East-West Distributed Firewall
• North-South Gateway Firewall
• Nat Rules

• NSX Federation
• Centralized management model
• Self-service via NSX multi-tenancy 

(Projects)
• VPNs on Tier-0 and Tier-1 Gateways
• VCF Automation can discover NSX 

Segments (Cloud users can only connect 
workloads)

VPC Network Model • Provider Gateways (Tier-0)
• Transit Gateways
•    ’s
• Subnets
• East-West Distributed Firewall
• North-South Gateway Firewall
• External Ips
• Nat Rules

• Embedded IPAM
• vCenter UI intergration
• Self-service or Centralized  management 

model
• VPNs of Tier-0 only
• Cloud users can create VPC and Subnets 

and connect workloads via VCF 
Automation



VCF – Config Edge Nodes

• Deploy Edge nodes 
from vCenter



Vragen?
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