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VMware Cloud Foundation 9 Technical Overview
Resou rces Modernize Infrastructure: Networking

VCF 9 Technical Overview | Part 6 | Networking

VMware Cloud Foundation @ o Q 2> share D Save o

10.1K subscribers

VCEF Virtual Networking Technical Reference
https://www.youtube.com/watch?v=U50t4vKY Pcs&list=PL8_k3uUCO39ueF)miyuNID9UoYIshSsFr&index=8

By Luca Camarda posted Jun 23, 2025 10:50 AM Recommend

b

This document supersedes the NSX Design Guide starting with VCF version 9.0.

For VCF 5.2 or standalone NSX 4.2 deployments, the content of the NSX Design guide is still relevant.

Download Here

VCEF Virtual Networking Resources » VMware Hands-on Labs

VMware NSX is the software component that powers VMware Cloud Foundation's virtual networking capabilities, including Virtual Private Clouds (VPCs) and advanced
network services. NSX serves as a foundational component for any private cloud deployment where the goal is to achieve a cloud operational model and provide a true cloud

experience for users.
By abstracting network services from underlying hardware and delivering them through software, NSX represents a fundamental shift in how organizations approach network V M Wa re I | a n d S = O n I_a bS

wvirtualization and security in modern data centers. As enterprises increasingly adopt scftware-defined infrastructure and cloud-native architectures, NSX provides the critical

networking foundation that enables agility, security, and operational efficiency at scale.
VMware Hands-on Labs provide a quick and easy way to access VMware

https://community.broadcom.com/blogs/luca-camarda/2025/06/23 /vcf-virtual-networking-technical-reference products and solutions, testing use cases and learning about the latest
features with no installation required.

GET STARTED




VCF Automation Governance & Consumption Models
VCF Automation isn't just a simple VM provisioning tool

Traditional/Modern Workload
Gov & Consumption Model

Traditional + Modern
Traditional Workloads Cloud Native Workloads

VM H Kés ‘ Al

VM H VM H VM H VM VM

laaS Namespace(s)

Project(s) Project(s)
Org(s) Org(s)
Cloud Zone(s) Region(s)
Org for VM Apps Org for All Apps

(default experience)

vmware
Broadcom Propristary and Confidential. Copyright ® 2025 Broadcom.

by Broadcom  All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



VCF 9 - Virtual Private Cloud (VPC) Model




VCF 9 - VPC Model

* Public cloud als model
* RABC en Tenant scheiding
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VCP en Multi Tenant niet nieuw

e Distributed Firewall
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Multi-tenancy
Hierarchy

VPC Cloud Consumption +
NSX Classical objects in projects

vim vm

* NSX 4.1.1
* Projects
* VPC

vm
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O@ Project a
)~ Admin-3

API URI VPCs: /orgs/default/projects/<project- i

O@ Project |
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"""""""""""""" id>/vpcs/<vpc-id> J?




c
O
)

O

-
©

O

-
)

-




Virtual Private Cloud (VPC)

Physical Network Admin Physical Network Admin

Physical Network Physical Network

Physical Network Resources

VCF/NSX Enterprise Admin VCF/NSX

Physical Network Resources

Enterprise Admin
Resources, Quotas

External Connection External Connection

/Tenant 1 \ ( Tenant 2\ /Tenant 1
Transit Gateway

Transit Gateway

Tenant 1 Admin

Resources, Quotas

/vpC 1 N/ VPC2 ) / VPC3 ) /VPC 1 N/

VPC Gateway @ a VPC Gateway VPC Gateway
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Tenant/Project admin

VPC Admin/Project User

Network Admin
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Security Admin
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VPC
Admin
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NSX en VCF Roles

Enterprise/Provider/Cloud admin

)

Ente rPr|se Tier-0 Tier-0
Provider
( ) O
Transit Transit
Tenant Q
Project Gateway Gateway e
Admin
VPC VPC O
VPC Gateway Gateway Q
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* VCF bring-up

* VCF Lifecycle-management

* Create Provider Gateway (Tier-0)

* Define Tenants and assign resources

* Create VCF Automation constructs (Project, Namespaces)
e Configure Transit Gateway
* Create NSXVPC

* Deploy Workloads and Services
e Create VPC objects (Subnets, Firewall rules, Load-balancers, NAT)

e Create Provider Gateway (Tier-0)
* Create IP-allocations
* Create logical Network topologies

* Manage Gateways and Distributed firewall policies
* Manage tagging and grouping
* Manage IDSrules

VCF Operations
VCF Automation
vCenter and NSX UI/API

VCF Automation
vCenter and NSX UI/API

VCF Automation
vCenter and NSX UI/API

NSX UI/API

NSX UI/API



External connectivity Types
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Centralized Distributed
Physical Gateway @ Physical Gateway
A/S Tier-0 Tier-0 Gateway
VLAN
/ Tenant\ / Tenant\

Transit Gateway 3 Transit Gateway

Advanced NAT / VPC \ / VPC \
DHCP

Security

Load Balanacer VPC Gateway VPC Gateway
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External IP 1:1 NAT
DHCP

Security

Load Balanacer
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> VPC Subnets

External IP Block
' l Transit
No NAT Gateway
No NAT\
’ { o }HP e }
No NAT
Q VPC 1 VPC 2
| | |
| | | | |
) ][ ) ()

Within VPC  No NAT
Across VPC No NAT
External (N/S) No NAT
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Private Transit Gateway Subnet
NAT

Transit
NAT Gateway

/ No NAT\
VPC VPC
@ Gateway R @ Gateway
I No NAT
VPC1 VPC 2
I I I I

Private VPC Subnet
NAT

Transit
NAT Gateway

/ NAT \
VPC VPC
% Gateway - a Gateway
I No NAT
VPC1 VPC 2
I I I |

o[ oo (o) (o) (oo

oo (o) (o) (oo

Within VPC  No NAT
Across VPC  No NAT
External (N/S) NAT

Within VPC  No NAT
Across VPC NAT
External (N/S) NAT
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VPC - Public Subnet

Physical Network

10.1.0.0/16
10.2.0.0/16

Physical Network Resources

Physical Network Admin

VCF/NSX

External Connection

External IP-Block

10.1.0.0/16
10.2.0.0/16

/Tenant 1 \
Transit Gateway

10.1.0.0/16

10.2.0.0/16

/VpPC 1

VPC Gateway
VCFTechon

10/1:0:16/28

~

4 VPC2 )

3 VPC Gateway

10.1.0.32/28

J

.

N

External Connection

Tenant 2\

Transit Gateway

10.1.0.0/16

10.1:0/48/28

4 VPC3 )

VPC Gateway

And Quota’s

Add Subnet | VCFTechcon

| 1 Basic Information

2 Ready to Complete

Basic Information

Name *

Access Mode (@

Auto allocate Subnet
CIDR from IP Blocks

Subnet size (@

w Advanced Settings

Gateway Connectivity

DHCP Config @

VCFTechcon Public

Public v

©

() Yes

© None
() DHCP Server
() DHCP Relay @

CANCEL
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VPC - Public Subnet

Physical Network

10.1.0.0/16
10.2.0.0/16 |
Physical Network Resources

Physical Network Admin

VCF/NSX

External Connection

1 External IP-Block
:’ 10.1.0.0/16
, 10.2.0.0/16
/
/

External Connection
- — — -
” ~
ya ~

/Tenant 1

169.254.3 2/23

169.254.2.1/23

N

VPC Gateway 1
VCFTechon vy

10.1.0.16/28

.

vec1 |

1
I
|
I

d VPC2 )

J

ﬂ VPC Gateway
)

,

Tenant 2\

Transit Gateway

VPC 3\

VPC Gateway

i

100.64.0.4/31

100.64.0.5/31

VPC Gateway

+
% (@1 service
¥
v

10.1.0.17/28

WEFTechcon Public
Putiic Subnat
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10.1.0.0/16
10.2.0.0/16
Physical Network Resources

Physical Network Physical Network Admin

to-wid-a
Tier-0 Gateway

VCF/NSX External IP-Block 169.2542.2/23
10.1.0.0/16 | _
NAT 10.2‘0.0 16 160.354.2.1/23
Exte.nal Connection
I p— _— _ L | —_— — — —_— _— _— _— _— _— _— _— —_—
I /Tenant 1 \I Tenant 2\ 100.64.0.4/31
| Transit Gateway Transit Gateway
I +‘ Tenant IP-Block Tenant IP-Block '°°-6“|°5f3'
| S0 172.16.0.0/16 6.0.0/16
I +:—)}Q 1 Service
| ((veet (' vec2 )\ 1 VPC3 )
I 2 7/z8
I 172.16.100.1/28 IQ.\.DV f
I VPC Gateway VPC Gateway VPC Gateway VCFTechcon-TGW-Private WECFTechcon Public
I VCFTechon Yy \ ity [ F |
I =
I 172.16.100.0/28 1 172.16.100.0/28 “|m 1‘|,M
I 1 @
) 2
: & N\ / N\ )
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VPC — VPC Private Subnet

Physical Network

10.1.0.0/16
10.2.0.0/16

VCF/NSX

NAT

External Connection

4—

External IP-Block

10.1.0.0/16
10.2.0.0/16

/Tenant 1

Transit Gateway

Tenant IP-Block

/VPC 1

VPC IP-Block

VPC Gateway

VCFTechcon

172.31.25.0/27

N\ Y

172.16.0.0/16

VPC
VPC IP-Block

172.31.16.0/20
VPC Gateway

-
e

\ ( Tenant 2\
Transit Gateway
Tenant IP-Block

U

External Connection

172.16.0.0/16

~

VPC 3

VPC IP-Block
172.31.16.0/20
VPC Gateway

|
1 172.31.25.0/27

(/

169.254.3 2/23

169.254.2.1/23

WCFTechcon-TGW-Private
Frivate - Transit Gateway Subnet

100.64.0.4/31

100.64.0.5/31

VPC Gateway

4-:-) @ 1 service

JTL

172.16.100.1/28

|

10.1.0.17/28 172.31.25.1/27

WEFTechcon Public
Putiic Subnat

VEFTechcon-vPC-Private
Private - VPC Subnet
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edge-wld01-0la> get gafewav<

(]
Thu Oct 23 2025 UTC 18:85
Gateway

uuID VRF Gateway-ID Type
1] SERVI(

VRF_SE

SERVI(

5-9353-c38c22 69-1726
SR-vmware-system-supervisor-serv SERVI
ices-vpc edtba;ld 1574-4346-bf03

to-wid-a

edge-wld@1-01a> vrf 1
edge-wld@1-01a(tier® vrf sr[1])= get te static
Thu Oct 23 2025 UTC 18:13:37.550

Flags: tOc - Tier®-Connected, tOs - Tier®-Static, b - BGP, o - OSPF
o tOn - Tier®-NAT, tls - Tierl-Static, tlc - Tierl-Connected,
T tin: Tier1-NAT, t1l: Tier1-LB VIP, tils: Tier1-LB SNAT,
J o tld: Tier1-DNS FORWARDER, tlips Tier1-IPSec, isr: Inter-SR, isrs: Inter-SR-static
l - i Inter-VRF-Static, tgws: Transit-Gateway-Static, > - selected route, * - FIB route

Total number of routes:

inter-vrf-29
downlin

* 0.0.0.0/0 [1/0] via 169.254.2.2,
10.1 32 [3/0] via 100.64.

10.1 2 [3/0] via 100.64. downlin
10.1 [3/0] via 100.64.
10.1 [3/0] via 100.
10.1 [3/0] via 100.64.
10.1. [3/0] via 100.64.
10.1 [3/0] via 100.
10.1 [3/0] via 100.64.
10. [3/8] via 100.64.
10. 1 3/0 via 100.

downlink—341;
downlink-341,
downlink-341,

iy
=i
i,
i,
i,
i,
i,
5,
i
5

[clclcciololicloliool
[clclcciololicloliool

\

i Logical Router

TS . T UuID VRF LR-ID Name Type
22b4d0@ed-d89f-46c6-bcO3-b5fcdefe75bf 6 1 DR-VRF-Default Transit Gateway VRF_DISTRIB

‘ Interfaces (IPv6 DAD Status A-DAD Suc , F-DAD Duplicate, T-DAD Tentative, U-DAD Unavailable)

VCFTechcon-TGW-Private VCFTechcon Public VCFTechcon-VPC-Private Interface : 1f1f014c-76a2-5638 64-6c4f1b848e13

= = ' e e Ifuid : 341

] Name : default-VCFTechcon-t@ lrp

Fwd -mode : IPV4 ONLY

Internal name : downlink-341
: 1if
: downlink
: 100.64.0.4/31; f(eb c5di 5= s 5 6:4452/64(NA)
: P2:50:56:56:44:5
: 71680
: untagged
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routin

to-wid-a

VCFTechcon-TGW-Private VCFTechcon Public

\

VCFTechcon-VPC-Private

edge-wld@1-01a> get gafewav:
Thu Oct 23 2025 UTC 18:05:2

3C36d4a‘ 32d9-41b0-b85d-2467ae5c7bc8
re%%b Saaa-42ae- af:b 4edbc52837¢
51a955-0046-4ea@-bc57-1349353de6c

= al—4ab3-b0!b-b2 ¢394T?laT
62-412e-a643-5ce3020acB843

edge-wld@1-01la> vrf 10

edge-wld@1-01a(tierl sr[10]
Thu Oct 23 2025 UTC 18:07:1
Logical Router
uuIiD VRF
aebe92cc-7970-48ec-909b-2b4f78308b1e 10
IPv4 Forwarding Table
IP Prefix Gateway IP

100.64.0.4

)>
HE

[+]

MO~ W
8]

5400: : /64

edge-wld@1-0la(tierl_sr[10])> I

t forwarding

Gateway-ID Name
11 SR-t1-wld-a
13 SR-VRF-Default Transit Gateway

14 CR kube-s _wtem 99ff0881-6962-452

5-9353-c38c22304726

CR vmware-system-supervisor-serv
ices-vpc edtba;ld 1574-4346-bf03

-65cdae69d3e?

SR-t0-wld-a

DR-VRF-Default Transit Gateway
DR-t0-wld-a

DR-kube

5-9353-c38

LR-ID Name Type
1026 SR-VCFTechecon SERVICE_ROU

Type

B C
n oo

oo w

N —h oo

=

=Y
N M MWL

W o & R

N
n o
|

@

\D 00

O oMWW
!
v BB b

o oo

@ w
W w w
o2

Gateway IP

n m~N e
o

M0 R RN
|
oo oo o

0o oo oo

Type
SERVI(
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Info in the Reference Guide

Logical Topology Physical Topology

Physical
Router

Physical
Router

Tier-0
Gateway

Transit
Gateway

VPC Port
Gateway DR Only
172.16.10.1/24 172.16.20.1/24 Webi
172.16.10.
Web App
Subnet Subnet

Webl Appl

726,100 172.6.201




Physical Network

10.1.0.0/16
10.2.0.0/16

Physical Network Resources

Physical Network Admin

VCF/NSX

External Connection

External IP-Block

10.1.0.0/16
10.2.0.0/16

/Tenant 1

1:1 NAT
EXT 10.1.0.8
INT 172.31.25.3

Transit Gateway

Tenant IP-Block

172.16.100.0/16

/VPC 1

VPC IP-Block
172.31.16.0/20

VPC Gateway

EXT 10.1.0.8
172.31.25.3

172.31.25.3/28

VPC
VPC IP-Block

172.31.16.0/20
VPC Gateway

.

VCF

\‘ t
!

AN

External Connection
Tenant 2\

& Transit Gateway

-

Tenant IP-Block

172.16.100.0/16
VPC 3

VPC IP-Block

VPC Gateway
EXT 10.1.0.9
172.16.100.3

172.16.100.0/28

3_\

VPC Private

Powered by VMUG

Transit Gateway Private

Set External IPs

WPC WCFTechcon

#External IPs €

External IP Virtual Machine
2 10.1.0.9 Techcon-A
9 0108 Techcon-B

Uses 1 IP-address per VM

1:1 NAT
EXT 10.1.0.9
INT 172.16.100.3

Network Adapter

MNetwork adapter 1

MNetwork adapter 1

VPC Subnet

WCFTechcon-TGW-Private

WCFTechcon-VPC-Private

Internal 1P

172.16.100.3

17231263
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VPC — Outbound NAT

10.1.0.0/16
10.2.0.0/16
Physical Network Resources

Physical Network Physical Network Admin

VCF/NSX External IP-Block
10.1.0.0/16
10.2.0.0/16
External Connection
Tenant 1 \ Tenant 2\
SNAT Transit Gateway Transit Gateway
EXT 10.2.0.10

Tenant IP-Block

172.16.100.0/16

Tenant IP-Block

7 16.900.0/16
4 VPC 3

VPC IP-Block

/VPC 1 )

VPC IP-Block
172.31.16.0/20

VPC
VPC IP-Block

172.31.16.0/20
VPC Gateway

172.31.25.3

172.31.25.0/28

G AN

VPC Gateway

172.16.100.3

172.16.100.0/28

172.31.16.0/20
a @ VPC Gateway

I\ /)

VPC Private Transit Gateway Private

Default Outbound NAT on VPC Level

Default Outbound NAT @ on @

Requires A/S Transit Gateway

Uses 1 IP-address per VPC

SNAT
EXT10.2.0.11




VCF - Transit Gateway

Physical Network Physical Network Admin

Physical Network Resources

VCF/NSX External External Enterprlse el
Connection Connection
External External
. B C
Connection Connectlon
A
/Tenant 1 \ Project Admin Centra Iized
@ Transit Gateway i

Transit Gateway
Distributed

N
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Active/Standby
Active/Active
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VCF - Transit Gat

—_—
—
—_—
—

o —

edge node

VRF of the Tier-0 SR

Configure Network
Connectivity

1 Gateway Type

eway centralized

Gateway Type

Select a gateway connectivity for the created VPCs that aligns with the infrastructure requirements and networking

preferences. Learn More [7

Centralized Connectivity (]

suitable for environments where you need the full-scale
of the NSX networking services

Services: DHCP. NAT, Layer 3 services, and network
monitoring and logging

@

External Networks

Distributed Connectivity
Suitable for environments where you need a
streamlined network configuration with limited NSX

networking services.

Services: DHCP, and External IP

]

Extarnal Natworks

VPCs

CANCEL
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i I SR
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] I TGW
I | SR
N )
1 edge node

\

-

stand-by

N ———— ———

------

[——4
=
D

®

S

edge node

=_ VCF - Transit Gateway centralized A/S

2 -:'
o i

Capabilities for Centralized TGW Active/Stand-by:
« External IP (1:1 NAT)

« VPC Default Outbound NAT

. NAT (SNAT/DNAT)

 N/S Firewall

« E/W Firewall

« AVl Load Balancer

« DHCP

Active/Stand-by Centralized TGW is required for:

« Supervisor cluster (VKS)

* VCF Automation modern experience



VCF - Transit Gateway centralized A/A

111

~

-

active

\
1
1
1

e

——————

edge node

~

-

stand-by

\
1
1
1

[
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\

edge node

~

-

active

\
1
1
1

[——

e

N —————————— - -

------

Tier-0

~

SR

TGW

(%2}
P

edge node

~

-

stand-by

\
1
1
1

=
[ N ——

------

edge node

Capabilities for Centralized TGW
Active/Active:

« External IP (1:1 NAT)
« NAT (SNAT/DNAT)

« E/W Firewall

« DHCP

« AVl Load Balancer

Cannot run
 VPC Default Outbound NAT
 N/S Firewall

VCF
TechCon

Powered by VMUG



VCF - Transit Gateway distributed

Disable ICMP redirect

Physical Gateway

172.31.11.1/24 VLAN 3111
172.31.11.0/24

The uplink where the TEP is located will be

- used and must be connected to external
/ / VLAN e.g. 3111

TGW
DR

/_

TGW TGW

DR

TGW

Gateway Type
DR y 'yp

PN
>
Cy

a

Select a gateway connectivity for the created VPCs that aligns with the infrastructure requirements and networking

preferences. Learn More [7

Centralized Connectivity O Distributed Connectivity (]
Suitable for environments where you need the full-scale Suitable for environments where you need a
of the NSX networking services streamlined network configuration with limited NSX

networking services.
Services: DHCP, NAT, Layer 3 services, and network
monitoring and logging Services: DHCP, and External IP

T

\_ ESXhost /\_ ESXhost /\_ ESXhost /\_ ESXhost / oy r

.

A
p

N

echCon O o

Powered by VMUG
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VCF - Transit Gateway distributed

Physical Gateway

172.31.11.1/24 VLAN 3111 VPC with Distributed TGW allows the
) — ;—1 — 172.31.11.0/24  following capabilities:
' o . External IP (1:1 NAT)
\ [ \ / \ « E/W Firewall

TGW @ TGW % TGW e Distributed DHCP
DR DR DR
« AVI Load Balancer

(no client IP transparency support)

Does not allow the following capabilities:

VCF
TechCon

Powered by VMUG

172.31.11.6

C——

« VPC Default Outbound NAT
2168117
, - NAT (SNAT/DNAT)
\_ ESXhost /\_ ESXhost /\_ ESXhost /\_ ESXhost / + N/SFirewall
Public Subnet  Private Subnet




VCF - Transit Gateway distributed

Logical Topology Physical Topology

Physical _,t‘_ Physical t
Router 1 | Router -’j,‘-

External VLAN

External VLAN

N
>
Cy

a

GTransit DR Only WEB Logical Network
ateway - App Logical Network
‘ g‘;ttjter Router Link Logical Network
VPC 'Illll LI | SR EEEEEEEEEEREDN = w - e bl ™
Gateway DR Only - t :: 1 t - 1 -
1 172.16.10.1/24 172.16.20.1/24 Web1 Appl | = (¢ o wp 4= dwp ¢m) i |web2| |App2
| Web / App . ‘ . ‘ l E ‘ ~
e 172.16.10.11 172.16.20.13 at " R 2172.16.10.12 172.16.20.12
Subnet RNt 5...-...-:IIIIIIIIIIIIIIIIIIIIIIIII:.IIIUII.:
W. VPC TGW PC

ESX1 Gateway Gateway ESX2

Web1 Web2 App1 App2

C F 172.16.10.11 172.16.10.12 172.16.20.11 172.16.20.12
é&hCon
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Transit Gateway distributed

e Enabled from vCenter

— vSphere Client

8 < .
® : ACTIONS
Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked vCenter Server Systems Extensions Updates
[ Networks Distributed switches Distributed Port Groups ] uplink Port Groups VPCs VPC Subnets Network Connectivity

°

RNV ‘

CONFIGURE NETWORK CONNECTIVITY




Transit Gateway distributed

Configure Network Gateway Type Configure Network External Network Connectivity
Connectivity Connectivity .
Please provide networking details for external connectivity to your TOR. Learn More [7
1 Gateway T 1 Gat T
v vee 1R VLANID (@ * 20 @
Walue from O to 4094 External Networks
2 External Network Connectivity i
Gateway CIDR IPv4 H
Address @ * — 1P CGOR wi
ralJ L E]:[ciz\f.l 2
10.10.10.1/24
VPC Configuration

Networking Prerequisites

VPC External IP Blocks
@

Complete the required prerequisites

[ [EEEE
Dedicated VLAN(s) and subnets must

running VPC workloads must have ac

Private - Transit

Disable 'ICMP redirect’ on external ga Gateway IP Blocks @

these VLANs forwarded back to sami

Reserve external IP block(s) for VPC ¢

SlaNvalvi

-\

.

-/

|

CANCEL




: Transit Gateway capabilities
(Centralized Active/Standby  Centralized Active/Active  Distributed

External IP (1:1 NAT) External IP (1:1 NAT) External IP (1:1 NAT)
NAT (SNAT/DNAT) NAT (SNAT/DNAT) Not available
VPC Default Outbound NAT Not available Not available

DHCP DHCP Distributed DHCP

E/W Firewall E/W Firewall E/W Firewall

I N/S Firewall Not available Not available
AVI Load Balancer AVI| Load Balancer AVI Load Balancer

(no client IP transparency support)

| A/S Centralized TGW is required for:
Supervisor cluster (VKS)
VCF Automation modern experience

VCF
TechCon
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Current VPC limitations in VCF 9.0

e Bridging to VLAN (no access to physical infrastructure)
* Multicast routing

* |Pv6 routing

* Federation
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VPC — Networking models

Segment Networking model

VCF Networking models

Physical Network

Physical Network

Physical Network

VCF / NSX / Provider

Project 1
Tier-0 Gateway

14 Project 2\

&

VPC1

Tier -1 Gateway

Segment

VCP 2

(5

Tier-1 Gateway
Segment

&

&

/

—T— Tier-1 Gateway

VCF / NSX / Provider

Provider Gateway
Tier-0

/Tenant 1

Transit Gateway

/ Tenantz\

? Transit Gateway

VPC1 VPC 2
VPC Gateway VPC Gateway
Subnet Subnet
&) &)
N\

—>I<— VPC Gateway

Subnet

VCF / NSX / Provider

External VLAN
IP-Range

KTenant 1

Transit Gateway

\ / Tenant2
@ Transit Gateway

VPC1

VPC Gateway

Subnet

VPC 2

VPC Gateway
Subnet

&

Subnet

Piucicl

VPC 3

—>I<— VPC Gateway

Central Transit Gateway

Distributed Transit Gateway
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NSX Networking Models compared
NetworkingModel  NSXObjects  Capabilities

Segment Network model

VPC Network Model

Tier-0 Gateways

Tier-1 Gateways

Segments

East-West Distributed Firewall
North-South Gateway Firewall
Nat Rules

Provider Gateways (Tier-0)
Transit Gateways

VPC’s

Subnets

East-West Distributed Firewall
North-South Gateway Firewall
External Ips

Nat Rules

NSX Federation

Centralized management model
Self-service via NSX multi-tenancy
(Projects)

VPNs on Tier-0 and Tier-1 Gateways
VCF Automation can discover NSX
Segments (Cloud users can only connect
workloads)

Embedded IPAM

vCenter Ul intergration

Self-service or Centralized management
model

VPNs of Tier-0 only

Cloud users can create VPC and Subnets
and connect workloads via VCF
Automation



* Deploy Edge nodes

' from vCenter

VCF — Config Edge Nodes

Configure Edge Node

Edge Node Name (FQDN) * edge-lab-0l.itg.lab
e.g. example.domain.com

vSphere Cluster * cluster-mgmt-0la v
Cluster for the deployment of NSX Edge
node

Resource Pool Select Resource Pool v

Host Group Affinity () O Yes @ No

Data Store * vsan-mgmt-Ola v

Management IP
Management network details for the Edge node

WL;”) :I

IP Allocation © DHCP ) Static
Port Group * Select Port Group v @
Uplinks

Use the host overlay network configuration from the selected vSphere
Cluster @

Edge Node Uplink Mapping

Virtual

interfaces Interfaces Active PNICs Standby PNICs
1 fp-ethO Select PNIC v * Select PNIC
2 fp-ethl Select PNIC v * Select PNIC

(Management )

Active

Standby
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