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Who am |

* More than 20 years of experience working in IT
* Currently in the role of VCF TAM at VMware by Broadcom

* Tech enthusiast
* Privacy advocate

vmware
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VCF 9 offline depot running on Synology NAS
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Why an offline depot?

* A disconnected environment

* Limited bandwidth

* A lab environment

* Part of DTA

e Stability of depot during VCF deployment

* High secure or classified infrastructure (DARK SITE)
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Why on Synology NAS?

* Synology already might be running in your LAB
 Ease of use

* We all love a nice GUI

* |Inexpensive storage options
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Requirements

* Internet connection

* Synology NAS

* Broadcom download token
* VCF Download Tool

e Staging server (Linux)

* Terminal

* WinSCP

 Coffee



Download VCF Download Tool

l\ " Products Solutions Support and Services Company How To Buy Ja\ 2 v Vikash Jh... v
e Q &

Important: You are accessing an internal view of this application

< VMware Cloud Foundation 9.0.1.0 ® Product D

My Dashboard

Primary Downloads Open Source Drivers & Tools

My Entitlements
[ Search
nloads
{ 9.0.1.0 s ] [ 534266 s ’ English
rials & Beta . . . o
Trials & Beta D 1 agree to the Terms and Conditions and Compliance Reporting Terms and Conditions (7) E
. Release
N - VMware Tools Drivers & Tools Release Level Info 534376 Packlist ID 534376 Copy
Documentation 13.0.5.0
Release
VCF Download Tool 9.0.1.0 Release Level Info 534925 Packlist ID 534925 Copy
VMware Cloud Foundation Operations for logs - Release .
Tools SDK 9.01.0 Release Level Info 534220 Packlist ID 534220 Copy
VMware NSX Drivers and Tools Release Release Level Info 534361 Packlist ID 534361 Coj
Contact Suppo 9.0.1.0 Y
. . . Release .
VMware Virtual Disk Development Kit (VDDK) 9.01.0 Release Level Info 534016 Packlist ID 534016 Copy
. . . Release
VMware vSAN File Services Appliance 9.01.0 Release Level Info 534313 Packlist ID 534313 Copy
v F VMware vSAN Witness Annliance. Release Release | evel Info 534314 Packlist IN 534314 [ o |
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Local Mark Files Commands Tabs Options Remote Help

% E Synchronize T v} El o ‘ Queue ~ : Transfer Settings Default

B r00t@192.168.1.168 X

%) Desktop - - - - ' .. B - B vikash
" Upload ~ Edit ~ J Properties ~ . New ~ =

C:\Users\Administrator\Desktop\

-l e->- EmEAS B rndres ™ -

Edit ~ Properties ~ . New ~
Name Size | Type Changed Name

. Parent directory 10-9-2025 15:25:04 .

B vikash.nl File folder 15-8-2025 11:48:09 B vcf_ds_tool
374.693KB gz Archive 10-9-2025 10:49:52

/home/vikash/

Changed Rights
10-9-2025 12:13:12
10-9-2025 12:22:47
10-9-2025 12:20:00
S\ cf-download-tool-9.... 374.693KB  10-9-2025 10:49:52

TWXT-XT-X
WX WX FWX
2 vcf-download-tool-9.0.0.0100.24880... . broadcom-token 1KB
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tar -xvzf vcf-download-t00l-9.0.0.0100.24880038.tar.gz -C /home/vikash/vcf ds tool/

VCF
-



./vcf-download-tool binaries download --vcf-version 9.0.0 --type=INSTALL --depot-store
/depot —--depot-download-token-file /home/vikash/broadcom-token

VCF
-



Wait for depot downloads to finish
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Locate downloaded files in /depot

P vikash@deb12: ~
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/depot/PROD/COMP/

Name

B Hex

B NSX_T_MANAGER

Il sDDC_MANAGER_VCF
B VCENTER

Il VCF_OPS_CLOUD_PR...

B vcror

B vios

B vmTooLs

B vra

B R

B vrni

B vro

B vroPs

B vRsLcM

B VSAN_FILE_SERVICES

Size | Changed
10-9-2025 12:23:06
10-9-2025 12:36:57
10-9-2025 12:31:42
10-9-2025 12:36:56
10-9-2025 12:23:08
10-9-2025 12:35:05
10-9-2025 12:3
10-9-2025 12:31:25
10-9-2025 12:
10-9-2025 12:23:08
10-9-2025 12:36:20
10-9-2025 12:26:31
10-9-2025 12:37:02
10-9-2025 12:30:33
10-9-2025 12:23:14
10-9-2025 12:36:50

Owner

root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root




Enable webserver package on Synology

55_‘_ Package Center
< > € Q webstation Man

Y Installed Q Synology Inc

28 All Packages Web Station
Running
> Beta Packages
Open =

& Community

With Web Station, you can easily host and publish your own website. Additionally, after installing the PHP package, you can
websites for your personal use or business.

Other Information

Developer: Installed version: Installed volume:
Synology Inc. 4.3.0-0528 Volume 1
Newest online version: Category:

4.3.0-0528 Utilities




Change HTTP back-end server to Apache

B Overview Create Edit Action ~
Service type Name Status Service/Database Version Description
C,’_] Web Portal
A Default Service
on i . ‘
as Web Service Default Service WebStation Default Ser...  Normal -

Script Language
<D -
Settings Edit Default Service X

HTTP back-end server: [ Apache HTTP Server 2.4 ~ ] h

PHP: Nainx

[ Error Page Settings

aWaivi

+/ Enable personal websitl Apache HTTP Server 2.4

Enable this option to allow local users to create a personal website by uploading web
pages to the self-created "www" folder in the user home directory.

Y%

HTTP back-end serverI Apache HTTP Server 2.4 ~

PHP: Not configured -

D /

Note: You can go to Script Language Setting > PHP to add PHP profiles.

1 it1




Connect to staging server using File Station

L File Station ? — @ X
> synology < > C  sftp://root@192.168.1.168:22 Q- s
T sHP Create - Upload ~ Action ~ Tools ~ Settings = =L
» 192.168.1.168 (root@192.168.1.168:22)
Name = Size File Type Modified Date

bin Folder 11/20/2025 15:24:30

Folder 09/10/2025 12:13:29

Folder 09/10/2025 12:23:03

Folder 11/20/2025 14:33:00

etc Folder 09/10/2025 12:17:53

home Folder 09/10/2025 12:13:12

lib Folder 09/10/2025 12:13:03

lib64 Folder 09/10/2025 12:11:10

lost+found Folder 09/10/2025 12:11:01

media Folder 09/10/2025 12:11:02

mnt Folder 09/10/2025 12:11:09

opt Folder 09/10/2025 12:11:09

proc Folder 11/20/2025 14:32:57

root Folder 09/10/2025 17:26:43

run Folder 11/20/2025 15:46:09

sbin Folder 09/10/2025 12:17:31

srv Folder 09/10/2025 12:11:09

sys Folder 11/20/2025 14:32:57

tmp Folder 11/20/2025 15:29:35

usr Folder 09/10/2025 12:11:09

var Folder 09/10/2025 12:14:00
25items C




Copy content of /depot to Synology webroot

L. File Station :‘ e cation : —
~ synology < > C M >.1es. |~ synology 21 & 5
» ActiveBackupforBusiness Cronte - — | + ActiveBackupforBusiness we
» home » home Create ~ Upload ~ Action ~ Tools
» homes ) - 9 » homes \ Name ~ Size File Type
» Public PROD s public PROD Folder
» web ~ web PROD_OLD Folder
» web_packages T PROD web_images Folder
v SFTP ! » PROD_OLD ® index.html 1.7 KB HTML Fil
~ 192.168.1.168 (root@192.168.1.168:22) » web_images
» bin » web_packages
» boot - SFTP
) depot » 192.168.1.168 (root@192.168.1.168:22)
» dev
» etc
» home
» lib




Create .htaccess file and .htpasswd file

‘___ .htaccess - Text Editor

File ~ Edit ~

b WwN e

Search ~ Preferences

AuthType Basic

AuthName "Restricted Area"

AuthUserFile /volumel/web/PROD/.htpasswd
Require valid-user

Options +Indexes

E’If .htpasswd - Text Editor

File ~ Edit ~ Search ~ Preferences

.htaccess .htpasswd

1 vcf: {SHA}pgssCrIjxy+FU4o4321NNrfqu4=|




Place .htaccess file and .htpasswd file in /web/PROD

—a File Stotion \
v synology < > C web>PrROD Q
» ActiveBackupforBusiness
Create ~ Upload ~ Action ~ Tools ~
» home
» homes Name = Size File Type
» Public 77 comp Folder
~ web 77 metadata Folder
~ PROD "7 vsan Folder
» COMP .htaccess 118 Bytes  File
» metadata .htpasswd 37 Bytes File
» vsan
» PROD_OLD
» web_images
» web_packages
v SFTP
» 192.168.1.168 (root@192.168.1.168:22)
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Test Synology depot via web browser

192.168.1.92,

C O (} Not Secure

Index of /PROD

Name Last modified Size Description
a Parent Directory -
3 comp/ 2025-07-04 10:19 -
(£ metadata/ 2025-07-04 10:220 -
03 vsa 2025-07-04 10:20 -

192.168.1.92

3 http://192.168.1.92

This site is asking you to sign in.

Username

vef

Password

<

&

Create ~

Name -

COMP
metadata
vsan
.htaccess

.htpasswd

web > PROD

Upload ~ Action ~
118 Bytes
37 Bytes

Too

File Ty
Folder
Folder
Folder
File

File
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Disable SSL depot requirement on VCF Installer — why?

* It’'sa LAB
* It’s an offline site (dark site) — secure by design
e K.I.S.S principle
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Login to VCF Installer appliance using SSH

l Luﬂ 192.168.1.104 - PuTTY
R

VCF
-



Edit the application-prod.properties file

£ 192.168.1.104 - PuTTY

al Appliance

Serv

on prompts from

Swvef/lem/ lcm—-app/cC

u:fﬁapp;;:at;c:—p:cﬂ.p:cpe:t;e:l

vi /opt/vmware/vcf/lcm/lcm-app/conf/application-prod.properties

VCF
TechCon
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Add property and save file

EP 192.168.1.104 - PuTTY

false

lcm.depot.adapter.httpsEnabled

VCF

TechCon
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Restart LCM service

@ 192.168.1.104 - PuTTY

systemctl restart lcm

VCF
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Login to VCF Installer

« (] O & 192.168.1.104
vmware
1y Broadeom

VMware Cloud Foundation®
Installer

E-mail / Username *
admin@local

Password *

(] Remember me

LOG IN

Copyright © 2005-2025 Broadeors. All Rights Reserved.
‘The term “Broadeom” refers to Broadcom Inc. andlor it subsidiaries
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Configure Depot settings

VMware Cloud Foundation Installer

YMware Cloud Foundation installer deploys and performs the initial configuration of a n
Foundation or VMware Cloud Foundation environment. The installation process automs
configuration of the various components in each solution.

LEARN MORE REVIEW PREREQUISITES

Get Started

Download Binaries

Online depot connection active @

You can edit your depot connection and/or downloaded additional software
binaries

(VMware vSphere Foundation Kol I::lcuwnlcaded
(VMware Cloud Foundation (XXl Downlc-aded

DEPOT SETTINGS




Configure Offline Depot settings

< RETURN HOME

Depot Settings

You can only connect the VCF Installer to one depot at a time. Configuring another depot connection deactivates and deletes any existing configuration.

‘ @ Alternatively, you can use the Binary Transfer utility to manually download the binaries from the depot to your local computer and then upload them to the VMware Cloud Foundation Installer appliance.

Connect to the online depot © Offline Depot ©)

Online depot connection not set up. Authenticate using your support broadcom.com account to configure. &) Depot connection active
Hostname 192.168.1.92
Port 80
Username vef

CONFIGURE EDIT DEPOT CONNECTION ] [ DISCONNECT




Configure Offline Depot settings

Offline Depot X

Enter your offline depot credentials.

FQDN or IP Address * 192.168.1.92
Must suppeort HTTPS proteocol
Port * 80 <
Username * vcf
Password * e oy

CANCEL CONFIGURE




Binaries should now be available

Connect to the online depot © Offline Depot ©)

Online depot connection not set up. Authenticate using your support.broadcom.com account to configure. (&) Depot connection active
Hostname 192.168.1.92
Port 80
Username vef

EDIT DEPOT CONNECTION ] [ DISCONNECT

Binary Management

v Download Summary

Version: 9.0.0.0 VMware vSphere Foundation VMware Cloud Foundation

Filter the list by product and version and download the required component binaries. For additional guidance, refer to the Product Interoperability Matrix

Product VMware Cloud Foundation v Version 900 v

DOWNLOAD DELETE

O Component T oy Version Size | Download Status
O » SDDC Manager 9.0.0.0 2.00 GB

O » VMware Cloud Foundation Automation 9.0.0.0 2117 GB

O > VMware Cloud Foundation Operations 9.0.0.0 263GB

O » VMware Cloud Foundation Operations Collector 9.0.0.0 268GB

O » VMware Cloud Foundation Operations fleet management 9000 149 GB

O

9.99GB

» VMware NSX




Questions?
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